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Error

Failure

adjudged or 
hypothesized 
cause of an 
error

that part of system “state”
which may lead to a failure

Fault

occurs when delivered service deviates from 
implementing the system function

Need to distinguish since detectable 
phenomenon (error) may have ≥ 1 cause

Need to distinguish since, otherwise, 
tolerance would be unattainable goal











other faults
(non-malicious)

intrusion error failure

vulnerability

attack

hacker

hacker, 
designer or 
operator



 









https://pisquare.osisoft.com/groups/security/blog/2016/08/02/bow-tie-for-cyber-security-0x01-how-to-tie-a-cyber-bow-tie
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